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ABSTRACT 

Providing security to data is the biggest challenge in area of 

data management. Many organizations are using many tools 

to provide safety to their production data, but non-production 

data like development environment, test environment and 

training environment are still do not have proper security 

measures. Defending customer’s or employees’ sensitive data 

is not only the responsibility of the organization; but it is also 

requirement of government standards. This paper will provide 

concept of data masking, why it is used in organization, 

principles used in data masking, types of masking, masking 

techniques, constraints, limitations of existing techniques, 

available solutions and data masking algorithms.  
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I. INTRODUCTION 

Data masking as its name implies, providing security to 

sensitive data by masking it, from inside and outside 

organization. 

Data masking techniques will obscure specific data 

within a database table ensuring data security is 

maintained. The data masking is applied across 

applications and environments in order to maintain 

business integrity [3]. Data masking provides security to 

the sensitive data in such a way that the data remains 

meaning full and real. When masked data will be 

provided to development or test environment it gives a 

feel of actual data. Data masking involves encryption of 

data, relational integrity and security policies. 

 

 

 

 

 

 

 

 

 

 

II. II. CHALLENGES OF DATA MASKING 

There is always a degree of risk involved in handling a 

large amount of sensitive data.  

1. Legal jurisdiction passed regulations that every 

organization has to follow. Managing multiple 

regulations and keeping up with changing 

regulations is the biggest challenge. 

2. The authoritarian environment of a data holder has 

the responsibility and duties to protect the 

information they maintain.  

3. Confidentiality and privacy norms demand the 

protection of data against theft. Compliance to all 

norms is essential to prove the company‟s 

commitment to its customers. 

4. In case of data breaching the organization will lose 

loyalty of customer. 

5. Due to lose of customer loyalty organization may 

face loss of revenue. 

6. May lose public relations due to negative publicity 

of the organization. In case of damage organization 

reputation and loss of revenue operations costs will 

increase. 

7. Data must be secured from accidental exposure, 

external hackers and malicious insiders. 

 

III. FIVE PRINCIPLES OF DATA MASKING 

1. Masking solutions should not be reversible to 

provide original data. 

2. Masked data should look like the original data. 

3. Masking solutions should maintain referential 

integrity between tables. 

4. If non-sensitive data cannot recreate sensitive data 

then no need to mask such data. 

5. Masking solutions should use different approaches 

for different data and they should be changed timely. 

 

IV. TYPES OF DATA MASKING 

There are different types of data masking routines based 

on the importance and use of data. 

1. Light Masking on a Bug-Fix or Fire-Fighting 

Database: In these types of routine only few changes 

can be done on data as this data may be used 
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between different tables for linking purpose and 

outside organization. 

2. Medium Masking on Internal Development 

Database: In this type of routine the data which is 

used within the organization is masked i.e. in 

development, testing and training environment. 

3. Thorough Masking on an Outsourced Database:  In 

this types of routine only real time data will be 

passed which will be handed over to third party. 

 

V. DATA MASKING TECHNIQUES 

Following are the important data masking techniques: 

 Substitution: The Substitution technique replaces 

the existing data with random values from a pre-

prepared dataset i.e. this technique consists of 

randomly replacing the contents of a column of data 

with information that looks similar but is totally not 

linked to the real details. Substitution is very 

successful in terms of preserving the look and feel of 

the existing data. 

 Shuffling: The Shuffling technique uses the existing 

data as its own substitution dataset and moves the 

values between rows in such a way that the no 

values are present in their original rows i.e. shuffling 

is similar to substitution except that the substitution 

data is derived from the column itself. 

 Blurring: Takes an existing value and alter it so that 

the value falls randomly within a defined range. 

 Averaging: Averaging is an obfuscation technique 

where individual numbers are replaced by a random 

value, but across the entire field, the average of these 

values remains consistent. In our salary example 

above, we could substitute individual salaries with 

the average across a group or corporate division to 

hide individual salary values while retaining an 

aggregate relationship to the real data. 

 De-identification: A generic term for to any process 

that strips identifying information, such as who 

produced the data set, or personal identities within 

the data set. De-identification is important for 

dealing with complex, multi-column data sets that 

provide sufficient clues to reverse engineer masked 

data back into individual identities. 

 Tokenization: Tokenization is substitution of data 

elements with random placeholder values, although 

vendors overuse the term „tokenization‟ for a variety 

of other techniques. Tokens are non-reversible 

because the token bears no logical relationship to the 

original value. 

 Number and Date Variance: The Number and 

Date Variance technique varies the existing values in 

a specified range in order to obfuscate them. For 

example, birth date values could be changed within a 

range of +/- 60 days. The Number Variance 

technique is useful on numeric or date data. This 

technique has the nice advantage of providing a 

reasonable disguise for the data while still keeping 

the range and distribution of values in the column to 

within existing limits. 

 Encryption: This usually does not leave the data 

looking realistic and can sometimes make the data 

larger. This technique offers the option of leaving 

the data in place and visible to those with the 

appropriate key while remaining effectively useless 

to anybody without the key. 

 Nulling Out or Deletion: The nulling out technique 

simply removes the sensitive data by deleting it 

simply deleting a column of data by replacing it with 

NULL values is an effective way of ensuring that it 

is not inappropriately visible in test environments. 

 Masking Out: The Masking Out technique sanitizes 

the data by replacing certain specified characters 

with mask characters. For example, a credit card 

number might be masked as 4929 1344 XXXX 

XXXX. If the data is in a specific, invariable format, 

then masking out is a powerful and fast option.  

 Row-Internal Synchronization: If a row in a 

database table contains de-normalized data derived 

from other columns in that row and those columns 

are masked then the de-normalized data row will 

need to be rebuilt. This technique is called Row-

Internal Synchronization. The Row-Internal 

Synchronization technique updates a field in a row 

with a combination of values from the same row. 

 Table-Internal Synchronization: If a database 

table contains multiple rows containing identical 

columns and those columns are masked then the de-

normalized data rows will need to be set to the same 

value. This technique is called Table-Internal 

Synchronization. A Table-Internal Synchronization 

operation will update columns in groups of rows 

within a table to contain identical values. 

 Table-To-Table Synchronization: If two tables 

contain the columns with the same de-normalized 

data values and those columns are masked in one 

table then the second table will need to be updated 

with the changes. This technique is called Table-To-

Table Synchronization. Table-To-Table 

Synchronization is probably the most common 

synchronization task; in fact, it is rare that a data 

scrambling process does not require it. Every data 
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masking solution should provide support for this 

operation [6]. 

 

Multiple Data Masking Techniques and Algorithms: 

Non-deterministic randomization replaces a sensitive 

field with a randomly generated value subject to various 

constraints blurring adds a random variance to the 

original value Repeatable masking maintains referential 

integrity by generating values that are both repeatable 

and unique Substitution randomly replaces original 

values with false but realistic-looking values .Built-in 

methods maintain repeatability and preserve referential 

integrity across multiple tables Fine-grained controls 

produce randomized output while also preserving the 

original data properties, such as width, format, and 

range. 

Specialized, Built-In Data Masking Rules and 

Content: Easily substitute name, address, and company 

data Leverage prepackaged rules for special fields such 

as Social Security, credit card, and telephone numbers 

Use sample mappings for common data masking 

scenarios. Enable outsourcing and off shoring by 

ensuring all private data is masked according to security 

policies before sending to outsourced partners or 

contractors [6]. 

 

VI. MASKING CONSTRAINTS 

Masking data is easy. Preserving value and maintaining 

integrity while protecting data is difficult; you must 

verify that masks provide security and maintain value. 

 Format Preservation 

 Data Type Preservation 

 Gender preservation 

 Semantic Integrity 

 Referential Integrity 

 Aggregate Value 

 Frequency Distribution 

 Uniqueness: 

 

 

VII. LIMITATIONS OF EXISTING DATA 

MASKING TECHNIQUES 

Substitution method is difficult to implement if database 

is very large as system has to generate many different 

unique values. In shuffling method the original data is 

still present and sometimes meaningful questions can 

still be asked of it. Another consideration is the 

algorithm used to shuffle the data. If the shuffling 

method is determined then the data can be easily “un-

shuffled”. Encryption also destroys the formatting and 

look and feel of the data. Encrypted data rarely looks 

meaningful, in fact, it usually looks like binary data. 

Unfortunately nulling out is also one of the least 

desirable options from a test database standpoint. 

Usually the test teams need to work on the data or at 

least a realistic approximation of it.  

Masking out is not a good option If enough data is not 

masked.  

 

VIII. EXISTING DATA MASKING SOLUTIONS 

Optim Data Masking option for Test Data Management 

allows you to build new data privacy functions using 

column map exits in C/C++, or by creating scripts in the 

Lua language. Data Stage can be extended using C/C++ 

or BASIC in Transformer Stages, or by creating custom 

operators in C/C++.[1] 

 

FIGURE 1: THE MASKING PROCESS FOR THE IBM OPTIM 

MASKING FOR TDM PRODUCT[1] 

 

Oracle has developed a comprehensive four-step 

approach towards implementing data masking, called 

Find, Assess, Secure, and Test (FAST): 

1. First identify the data from the database which is 

needed to be masked. Copy the dataset. 

2. Identify rule or the masking algorithm. 

3. Considering the type of dataset appropriate 

algorithm should be applied to mask data. 

4. Masked data must be checked for the integrity 

and security. 

 

IX. MASK GENERATION ALGORITHM 

Here is an algorithm [11] to generate data masks. 

java.lang.Object 

iaik.pkcs.pkcs1.MaskGenerationAlgorithmSpi 

iaik.pkcs.pkcs1.MaskGenerationAlgorithm 

Direct Known Subclasses: 

MGF1 

public abstract class MaskGenerationAlgorithm 

extends MaskGenerationAlgorithmSpi 

JCA compliant engine that provides the functionality of 

a PKCS#1v2.1 mask generation function. 

Mask generation functions are used by the PKCS#1v2.1 

PSS signature and OAEP encryption schemes: 
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 A mask generation function takes an octet string of 

variable length and a desired output length as input, and 

outputs an octet string of the desired length.  There may 

be restrictions on the length of the input and output octet 

strings, but such bounds are generally very large.  Mask 

generation functions are deterministic; the octet string 

output is completely determined by the input octet 

string. The output of a mask generation function should 

be pseudo-random: Given one part of the output but not 

the input, it should be infeasible to  predict another part 

of the output.  The provable security of RSAES- OAEP 

and RSASSA-PSS relies on the random nature of the 

output of the mask generation function, which in turn 

relies on the random nature of the underlying hash. 

 This class implements both interfaces of the JCA, the 

API as used by the application and the SPI (engine 

methods) as implemented by the provider. 

An application wishing to use some specific mask 

generation function, first tries to get an engine instance 

for the desired algorithm (e.g. MGF1): 

 MaskGenerationAlgorithm mgf = 

MaskGenerationAlgorithm.getInstance("MGF1", 

     "IAIK"); 

 After supplying the engine with parameters (if 

required), method mask has to be called to "mask" the 

input data by XORing it with the mask generated from 

some seed by using the mask generation algorithm. For 

example, the only mask generation function specified by 

PKCS#1, MGF1, is based on a hash algorithm which 

may be supplied as MGF1ParameterSpec: 

 AlgorithmID hashAlgID = ...; 

 MGF1ParameterSpec paramSpec = new 

MGF1ParameterSpec(hashAlgID); 

 // optionally set the hash engine to be used: 

 MessageDigest hashEngine = ...; 

 paramSpec.setHashEngine(hashEngine); 

 // set the parameters 

 mgf.setParameters(paramSpec); 

 // mask the data 

 byte[] data = ...; 

 byte[] dataOff = ...; 

 byte[] seed = ...; 

 int seedOff = ...; 

 int seedLen = ...; 

 int maskLen = ...; 

 mgf.mask(seed, seedOff, seedLen, maskLen, data, 

dataOff); 

 

X. CONCLUSION 

In many organizations test and development databases 

will still require some form of refinement in order to  

 

provide the informational content unnamed. As 

discussed in this paper, there are a range of existing 

techniques, and the process of data masking has an even 

better number of traps waiting for the naive. It is 

important when sanitizing data in test systems that a 

careful examination of the requirements be performed. 

Some questions you may wish to consider as part of your 

examination process are: 

 Who will be the end users of the masked data? Is it 

possible that different levels of masking will be 

needed for different groups of end users? 

 What kind of strength of masking (granularity) of 

the unnamed data will be necessary in the 

consequential databases?  

 What is the volume of the data which is needed to be 

masked?  

 What is the time limit in which masking must be 

completed? 

 Which data should be masked and in which tables 

and columns are these data items located? 

 Which masking technique is suitable for different 

data types? 

 Which data items involved in any relationships with 

other data items? However, also consider the 

possibility of Row-Internal or Table-Internal 

Synchronization requirements.  
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